Digital Financial Services and
Financial Stability — Perspective
from Indonesia

30 November, 2016
Bali, Indonesia

Presented by:
Ghiyazuddin Mohammad
Manager — Digital Financial Services

Microsa ve CONFIDENTIAL AND PROPRIETARY
services

Murket-led solutions for fimancial s An.y use of t}ns nllaterlal vqtl}out specific permission of
MicroSave is strictly prohibited



Presentation Outline

1. Financial Inclusion & Digital Financial Services in
Indonesia

2. Digital Financial Services and Financial Stability -
Benefits

3. Digital Financial Services and Financial Stability -
Risks

4. DFS Regulatory Framework & Compatibility with
Financial Stability

MicroSave

Murket-ted solutions for financial s



1. Financial Inclusion & Digital Financial Services in
Indonesia
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Financial Inclusion in Indonesia

Formal Financial Access (%) 169
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4 56 remains elusive to many Indonesians.
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Both savings and credit by formal financial sector is insufficient
due to limited branch coverage, complex processes and
conventional credit assessment systems
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Payments market is still very nascent even though the
mobile network coverage is close to 90%.
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http://databank.worldbank.org/data/home.aspx

Digital Financial Services in Indonesia
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Total agents DFS in Indonesia is at a
nascent stage, but growing
very fast.
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1,216,952 1,145,486
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http://www.bi.go.id/en/publikasi/perbankan-dan-stabilitas/kajian/Documents/BI-KSK-2016_Eng.pdf
http://www.ojk.go.id/id/kanal/perbankan/data-dan-statistik/laporan-profil-industri-perbankan/Documents/LPIP TW IV 2015 (publikasi).pdf

2. Digital Financial Services and Financial Stability -
Benefits
Elimination of Financial Exclusion Risks
Diversification of Asset Base
Crisis Resilience
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Elimination of Financial Exclusion Risks

= Financial exclusion in itself contributes to the risk of financial instability.

= A recent study conducted by MicroSave in West Java, Indonesia highlighted that 85%
of the respondents avail loan from money lenders.

85%

Sources of Credit - Indonesia*

31%
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Moneylender Friends/ Arisan/ Bank BPR
Relatives ROSCA

Digital Financial Service (DFS) contributes to financial stability by
enabling formal financial access to the financially excluded sections of the
society.
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Diversification of Asset Base

By enabling diversification of financial assets/liabilities digital financial
services contributes to financial stability

Deposit to GDP Ratio (2014)
124%

= Savings: 115%

« DFS can enable providers to target new
unserved/underserved segments/geographies.

* More than 2.5 to 3 million DFS accounts in
Indonesia providing huge scope for deposit
mobilisation.

33%

Cambodia Indonesia = Malaysia  Philippines Thailand
= Credit: increased share of lending to micro, small and medium enterprises (MSMEs)
aids financial stability

« Indonesia has a staggering 57 million MSMEs that employ 97%
of the work force and contribute to 60% of the GDP — Yet micro
loans comprise only 4% of the banking sector loans

« Many DFS/Fintech providers in Indonesia are already focusing on
this segment




Crisis Resilience

= Institutions with strong domestic financial assets/liabilities have been able to
withstand shocks.

= Bank BRI — good example of a bank that weathered the Asian currency crisis.

= Snapshot of Bank BRI:
= 63% of banking sector loans for MSMEs are from BRI ig fv‘:flsegfﬁgfft

= 80% market share of DFS agents Jocus on the micro

NPL & NIM of Top 3 Banks in Indonesia (Sep, 206) segment can be safe
as well as profitable!

1%
52% —® 6.607%
5.60%
3:81%.
._Sqnon / — 3-10%
.22%

BNI

Sector BRI NPL N%andlrl

NPL = Non Performing Loans
NIM = Net Interest Margin

Digital financial services enables providers to acquire domestic financial assets, thus
contributing to financial stability




3. Digital Financial Services and Financial Stability -
Risks
Cyber Risk
Money Laundering & Terrorism Financing Risk
Customer Protection Risk
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Cyber Risk — Malware Attacks

If affected, core infrastructure such as retail payment systems, electronic
fund transfer systems, core banking systems, electronic money platforms

Market-Led soli

etc., can lead to systemic concerns.
Malware Attacks focusing on smartphones are already taking place and expected to

O up.
80 Up Indonesia is going “mobile-first” with 64.1 million out of a total of
88.1 million users accessing internet through mobile.

Attacks can steal personal data, sensitive financial data and conduct malicious
transactions - possibly eroding credibility and threatening financial stability.

Analysis of DFS Applications in the Developing World
» Researchers from University of Florida performed security analysis of 46
mobile based applications from around the world including Indonesia,
Brazil, India, Philippines.
« They analysed registration, login and transaction procedures.
» Pervasive vulnerabilities uncovered:
» Botched certification validation
» Do-it-yourself cryptography
» Information leakages

I
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http://cise.ufl.edu/~butler/pubs/wisec16.pdf
http://cise.ufl.edu/~butler/pubs/wisec16.pdf

Cyber Risk — Spearfishing

= Spearfishing: Involves detailed planning and execution lasts for months resulting in
unauthorized transfers, reprogramming ATMs etc.

Identify system Infect critical Study the security Identify
administrators, computer systems systems, vulnerabilities Execute attack

Bangladesh Bank Heist o Carbanak Campaign
- USD 81 mn stolen and a potential USD * Financial damage of up to USD one billion
951 min averted. * 100 banks, largely in Russia, US, Germany etc,
« Malware installed in Jan, 2016; Attack targeted and more than 50% of them suffered losses.
executed in Feb, ‘16. . , , e
1. Infection 2. Harvesting Intelligence 3. Mimicking the staff
Intercepting the clerks’ screens How the money was stolen

Carbanak

backdoor sent £ :

as an attachment Online-banking
Money was transferred
to fraudsters’ accounts

Bank E-payment systems

employee Money was transferred
to banks in China and the US

E Emails
with exploits transfer A Inflating account balances
Credentials System S The extra funds were pocketed
stolen via a fraudulent transaction

100s of machines infected

in search of the admin PC Controlling ATMs
Orders to dispense cash ata
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https://blog.kaspersky.com/billion-dollar-apt-carbanak/7519/

Money Laundering & Terrorist Financing Risk

DFS enables remote, third-party assisted financial transactions making it

susceptible to fraud or misuse.

= Hence such services need to be subject to KYC and due diligence requirements in order
to avoid unintended consequences such as money laundering and terrorist financing.

= Mitigation: Unique ID enables identification and verification digitally through a
centralised database. 80-85% of Indonesians already have unique ID called e-KTP.
Leverage ID infrastructure to facilitate financial transactions.

Aadhaar — India’s Unique ID
Issued by Unique Identification Authority of India (UIDAI) and provides %\\
robust and reusable ID LA
More than a billion Indians already have Aadhaar number which is being_)fl'\A REAAE
used as KYC for opening bank accounts, payments, conditional cash
disbursements etc.,
For example, Axis Bank along with Suvidha Infoserve on-boards customers
through e-KYC. The whole process is fool proof, seamless, fast and
paperless.
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Customer Protection Risk

Customer protection, especially from the perspective of over indebtedness and
transparency, is an essential requirement for political and financial stability.

= Rapid proliferation of digital credit especially among unserved and underserved
segments makes them vulnerable.

Financial Awareness: >80% of women and >75% of
men have insufficient financial literacy

DFS Awareness: Only 8% of the population were aware about a
mobile money provder

Digital Credit in Kenya
« Twenty digital credit offerings already in the market
» Concerns related to higher interest rate (APR ranging between 20%-600%), multiple

borrowing, aggressive marketing and poor disclosure norms customer protection are
already emerging.

€
b
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http://www.thejakartapost.com/news/2014/02/07/improving-financial-literacy.html
http://finclusion.org/uploads/file/reports/2015 InterMedia FII INDONESIA QuickSights Summary Report.pdf
http://bit.ly/297mtcJ

4. DFS Regulatory Framework & Compatibility with
Financial Stability
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DFS Regulatory Framework & Compatibility with Financial Stability
= Yes — They are compatible!!

= Key policy developments enabling digital financial inclusion:
= Relaxed e-money regulations
= Revised National Financial Inclusion Strategy
= Digitisation of G2P payments programmes

= New fintech initiatives such as BI's Fintech Office and OJK plans to set up Fintech Innovation
Hub.

Idea for wider participation and acceleration of financial inclusion
without compromising financial stability objective

Allow Non-banks to Partner with Individual Agents Under a Regulatory
Sandbox

« BI’s Fintech Office can supervise this initiative through a sandbox approach
» Allow non-banks to partner with a sample of individual agents in a specific
geography
* Closely monitor the operations in terms of - agent management and oversight,
management of operational risks etc.
» Based on pilot observations, take an evidence based policy decision
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http://www.xe.com/
http://www.thejakartapost.com/news/2016/11/18/indonesia-promotes-financial-inclusion-with-new-strategy.html
http://www.antaranews.com/berita/590758/ojk-akan-luncurkan-fintech-innovation-hub
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MicroSave (India)
Head Office: Lucknow
Tel: +91-522-2335734
Fax: +91-522-4063773
New Delhi Office:

Tel: +91-11-
41055537/38
Hyderabad Office:

Tel: +91-40-23516140
info@MicroSave.net

MicroSave (Kenya Office)
Shelter Afrique House,
Mamlaka Road,

P.O. Box 76436, Yaya 00508,

Nairobi, Kenya.

Tel: +254-20-
2724801/2724806

Fax: +254-20-2720133
Mobile: +254-0733-713380
info@MicroSave.net

MicroSave (Uganda
Office)

Ntinda Ministers Village
Plot 27, Valley Drive
P.O. Box 29111
Kampala, Uganda.
Phone +256-312 202342
Mobile:

+256-706 842368
info@MicroSave.net

MicroSave (UK Office)
The Folly, Watledge Close,
Tewkesbury,
Gloucestershire

GL20 5RJ

UK

Tel. +44 1684-273729
Mobile +44 796-307 7479
info@MicroSave.net

MicroSave (Philippines
Office)

Unit 402, Manila Luxury
Condominiums,

Pearl Drive corner Gold
Loop,

Ortigas Center, Pasig City,
Metro Manila, Philippines.
Tel: +(632) 477-5740
Mobile: +63-917-597-7789
info@MicroSave.net

MicroSave (Indonesia
Office)

ANZ Tower 23rd Floor, J1.

Jend.

Sudirman Kav. 334,
Jakarta Pusat 10210,
Indonesia.

Tel:+62 21 2954 6828/29
fax: +62 21 2954 6889
info@MicroSave.net

MicroSave (PNG Office)
Corner of Musgrave Street
and Champion Parade,
Port Moresby, Papua New
Guinea.

TeleFax No.: +675 321
8823/321 8854
info@MicroSave.net
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